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L ’ rntation was g1 iven by
of CI/SNG,

coumpmurm.ucmcz OPL:\A"E i\S

N _;I‘al-k',t'q..be,’g'ljven-'a! an OSI htelli};er{cé Ceollection Setinarto

~-"_  be held-on22 and:23 February1971. - . -~ - - .-

[

. . Yesterday and today you bave he!d discussions on the lntelugence

cblle_c&}on prqces,a. targett(ng-.: and exgloita-tipn. In. this hour long dis-

“f7. . .. .cussion of counterinteélligence, Iam golag to continue ‘that process. 1
S ain"golng to talk about intelligence cglle}ct'h‘)‘n, the process of-fargetting, P oL

and the process of exploitation. However, in contrast to the' other

speake?s'fn the seminar, Tam gg:ixig,'to discuss you as a target, =~ . . ; e

i

ror _:r;'xo"gt of us >se'rvinfg' in the Cr.ir'-ectorate of écience and Tech-
nology or the Directorate of Intelligence, ‘secu'riity on a daily b'za\sis - :
;:or;sists of showling your bédge to the man at the door ax;d mai;lir;g sure,‘ . - o
that ‘yéur safe is closed at night. Durinjg the Aay we asé&ciat"e with our S -
colleagues who wesr badges to testify to the fact they have been cleared. 7
Outsiders who come into view also \\'.ear badges indicating that they too
; , have been clca'red. Thus wrapped in this cloak provided us by securitf,
few of us give much thought to the fact that a major pouker with endless
funde considers the United States and in parti'c;ula.r the Central Intelli- . .
gence Agency to be the "main enemy, the primary adv_ersary, the ‘

prime target." There is documentary proof of this. I can 330 on to
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say thdt in this age of technology whére, in my view, the United States B
hasf_no -equal, -the. Difectorate of Sciénce and‘Technolqéy nnd ltd offices o
; . \'-sucfr a’s‘the E){ﬁcé of Scl;ntlﬂc Zn‘telllgencé rate 'x;retty high on the -

% S priority list ot‘ targets. lt has to -- - look at “the publicxty -- and look

' attthe fact that as so many of you know. the Soviet technologlcal gap

; ia*something the Sovietavare trylng to cloae fnst. Interestingly o a

I
tmry o rrnn ot s rmmmbans oot o

'
armcssn e+ e,

. were part of geogrnphlc area dlvicions. About l956l57. theae laolnted

o ) ) aclentiﬁc units were consolidated into ‘an. S&T department and 1n l963. A

the department was upgraded lnto a’ t’ull fledged dlrectorate. Aa tar S T
o o ‘-‘;' as overseas’ representation is concerned, the USSR has 41 alota ln

IAEA. Twenty p‘,e;__r'ce'n‘t‘c'if thesé'a’;e oéc"ﬁpied 'by KGB S&T case 6(ﬂ<.‘erg.

;‘,i, " . . O.K:, .sofyc‘;u' never heard of any Russians snooping érlqhnd-OS_I .
L - and \bé‘"s}de's‘iq‘é‘cm"ityjs there with badges and locked safes, etc.,. 80" .~ ,
we nr‘e"p‘rotected‘{rom"attaqlg: 'Dén't‘ybn believe it. Let us for ;n o ;

moment pretend that we are KGB or GRU operations officers.and that

,ﬁg wish to penetrate OSI. How do we go about it? Do'we send one of
our nice Soviet lads to call? Do we use a case officer from one of the

Eastern Furopean satellites? Just for an idea of the magnitude of
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the Kknown resources available to us as KGB officers, consider that .
in 1969 there were more than 21, 000 Soviet citizeas resident fn some

Of these almost six thousand weie’

' ‘.“gfflcig'g; Soviets and s_lxtyjaer.éent or 3,560 of these official Soviets

were, intelllgence ofﬂcere. Putiing thié in locala terins, Wihere'a"r:e’lﬂo ;

Soviéts ofﬂcially l!ated asé diplomats at the Embaaly lere in Washing-) .

.toa. ltwould be more than prudeut lo assume that at leaet 60 of these»

5 ‘e
.....

‘ﬁe&pl’e are"deieL int'elhgence officen. In addinon ‘to- thls formldable

‘,

} array to’ which anvc just ailuded. the seven Eastern European Commn-~

t

’ niat countrleo have among them mneteen different mtelugence services.

Adding to the Waahlngton contlngent {rom tbese eervlces bringa our

a number hp to. abont 100 Bloc lntelhgence omeers. Ah. but you. aay

.-r.

the FBI watches lhem. Do.they? Consider the statistics. Assuming

"a 3 man aurvgillance team, which is far too '{Ew for a good surveillance

oﬁ‘qri‘ién,l ?,4'5&9\1’: per 'day~c6verage of these people would on the basis

'of'3_eigh; bdur ﬁilft's réﬁﬁire,?OO people in theAs‘treet sevexi dayé‘pér‘

week, W ith theae ﬂgures. you are talking about some 20% of the

entlre FEl staf! of agents just to handle this small piece of the pro-..

_blem. Neverthcleaa. if all we had to worry about were these 100 Bloc

agents i{n Washington, wé could rest easy. At the moment for example,

‘the FBI is terribly concerned about the proposed new Soviet
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" Conzulate in San Francleco which will turn levse the KGI! oa the

i

!

i
A

coast.

- No, the char;cé'a‘arc that the fellow w; need to \\-f)rxy-a.ﬁgi\;t in o ' B o
a ni:‘éc"fﬂend‘ly‘\!&mériczin ‘or_ his lUaison céunte»rpért-whc.)‘i’s in the S IR
: bn;ildlfxg ar;fl wﬁ‘g‘.is ‘;velzi'g-l.ngA a bi;;ige. In other ”\vo‘?dﬁ, n.‘péﬁét.'?iqgldgx = - J’ A
:_ageiyt. W -itth:m_é use of :hn t"erwin." let me d(g‘x;csti loi':z‘i»méiiéént and
Xry to lay out for ‘)'ou—wivh&t—c;uﬁtc;h":telllg.c;ii:(e ts all about. 4 P ’
" There are-ssve m waya to look at countérlstelligence. Oneé -
) ) © thing tha_t itis not is iijnq}hbr name foraecurity. cvcn th‘b};'g.ix";hgx{é, :_}*, } ’
» ] : are o:ec:i;xiity ?act'o’?s lﬁyglved. “\’{thlh“‘Clﬁi ‘we try todefcnd oxf.pi;;s;ect RN . SN O
: "_'.“e": thl’hgﬂ:; °A9r_b'.él°'plé“. 6ui{lp§§al‘l$tions. and oi}fr.a{étiﬂﬁéb; 15rb; RS v‘
tecting people and th;ng; vln‘ the pr.i,mary job of tl;e'Ofﬂ'cé of Security," ’
Within the Cla:ndcsti#c Service the lhhj& it‘exﬁ. prét‘ecting >o,ur ~aétlv£ties, x ! -
. is a‘j};in’t reapon_sibl,utx‘be&eed"the varlﬁ;lxs area divieions a.n:d\tt;eA " ’ :i"‘"‘ ) N -
" Counterintelligence étaft. ’ Ti-adlt.lonally 's‘pe‘aki'n‘g‘,. there has not been . l | . I
,a (;xﬁctién simllér toa ‘CoAun“te‘rinteluge'x;c‘e Staff in DDSL T because . R T
-traditionally they were aot engaging in operational activities wh'lcb
hhd“to: be protected. Thié. as y;>u are aware, is no ldnger true. Some f »
of us who have been exposed to both sides of the house are somewhat ‘
SECRET
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uncasy that such highly seasitive scientific and technical information

and vperations are not botier protectad than they are. liowever, this

{a, for my part, a,pcraan\d <cpinion, ' - - A . - o
b Under the terms of NISID No. 9, the Clz\ and In turn the C1 .

) Staﬂ bns USsIy rcsponub\h‘v for cox.nterintelugeucc abroad 'fbis e e

means that [ Qtaﬁ' is to’ pmvi-e the lead in devcloplng a ..entral regiater - D

of peaple of counte Hptellig‘énve interest, de wiclbpiﬂg ‘counteridtelligence

A do_,clrilgc.A s'e-‘t(dl.xé”up c‘!‘lia"nhe‘le vfo:- ahariﬁs C}X-lnf'oi'n}bﬂ'&'g. 'e‘tc. ,‘R‘does" -'
. ‘ - ) ) .:iot- ‘mea'lik that '\;“o.actfaé -p’éiiéélmxn:(o‘\- thé-comnﬁﬁhi&. Fach agency is A L ‘ .
' reapamible for. poucing its m house. and frankly some do-a bcuer ‘ . - ’ S T _‘
)ob than othcrs. However, there fa direct ovcrlapplnb in the 3et age . - ‘ ) ﬂ 4

‘ -

“betwes a CIA's reupo'\slbihues and the internal securuy ressponsiollltlco : ) ] |
of the FBL. There is n’o. cléar line of demar;ntion pctween U, 8, Agencies. . ~

All work together. -

Tam ey S e el e L. D . LA et e m s W

.-\s an actlvlty. CI work can be consldered to l.,c t\\o matching

i halfa; aecurity and counte_rgspxo:xagg. Security conalsts o{ e uablishmg

passlive or statlc defenscs agaiasi all hostiie and concealed attempts .

to interfer with our intelligence functions ‘rgg‘ardless af who tries to
interfer and protecting our secrets. Counterespicnage on the other

hand requires the identificalicn of a specific adversary, .,a knowledge
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~f what specific operations he {5 carn'mg out and the countering or

neatralising of his operatfons by penetrating or manipulating. them so -

that the-ir'_ibrus'i iz tarned back upon the algreas(-»r.

- Finally, zuxrl‘"thla to mé is the rea‘l. guts of ClaslI kixbw‘ it, a

dc{ensive urv!ce, such.da a bountcrhtelugence 'ﬂlaf( cannot almply

- sit and build de[»nalve barric ra. lt must accept a responsiblluy

) bevoi:d the 'rcquiremcnts of securlty' if we'.read sccurlty to mesdn pro-

'~tection asainat clandeﬂhe or covert auacks on our people, inutallations. )

and acthdtlea. It lnla is all we aeck to do, _any aopblsticatcd lntelligence'

service d’ij@b'ap .lhe"f‘.(;n q_r GRU, \\lll be too slrong for us; and we uﬂl

find ou}ié!irés diz‘r‘qﬁi'l;t'd t:h'é task; Cc‘e com!erinlell!gence muat be.

égg.res,s!ve. lt foust learn all it can nbout our enem{cq. lenrn Nu:h-

secrets and be privy to thci’r‘cpghcﬂ'é., In'other words. the onc.,!rap-.

’ déendlng’jbb}e‘c'uvc of coun:crint‘{lugphée is the penctration of the enemy

A Soviet _de'fe_fc):tor ia of inuch'less value lhar’\ a

' clandestine penetration’ of the Soviets service becauae with a defector,

the Soviets know precisely whal he knew and thus how badly they are

hurt. With a penetration, you have the only meani of really xnowing’

whether you yoursélf are penetrated,

Insofar as the organi:ation and activities of a counterintelligence

SECRET
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ataff are concerned, fta structure azd fusctivns are to.a large e\tqmt

f
R ‘

determined dy the activities of {ts cifie;’ Advrraary and by aational vbs .o

' . * _ . . .

- Jectives. la our cane this would of cowrse be the KGO8 and GRU. .

5 ' : C o :

Basjcally ape alrlng. most CI Staffs dreak down lnto an gperatidas group - L
i and a restaéch ’and nnalysi:x sroups . vi::g the usual administrative sups R

port inch.\.mg a vcry slr»ng tec.hmcal snit. " The operations group
carrlea c.p §uch a‘ctlv_ig!gn'.'as,e‘utve‘_ill;n’ég anp!‘éphr}ténu_n—‘"eﬂl,a'ii{é;

g vee s

penetrancai provocations. donble agead cper&t-}emr techﬁica! eperntions S o i

and sounler:echn!cal operauons. com::erintclugcnco inte rroganons and :

‘,._.. vdebrieﬁngs. thc handung of“alk-ms Azd defectors and Joint operationu '

wlth various {orelgn llalson scrmces am. operational eecurity reviewa. ) ,

i

-1 wnl bc ;lad !o de(lne nnd/or expand & the meanlng of. any of these ag

you desire; Are thcre any questsons? oL Fmm - ] L

A I operations grénp with worldewide respoqs#tiilitics is usually .
- brokea-down into gebgf'aphl:c"la:raaé with aid operations braach for ’eaétg SRV

i’ A .. area. A vtypiéhl 6peraﬂong l;;an’clg would have a"c,ountieree‘j:lon‘age._u'nlt; .

a countersubver slon unit, a countarpropszanda ualt, and an operationnl

oo . security unit. o . i . _

While the operations group and dranches are warrying adbout the

dayeto=day problems fnvolved in the baadling of aperations of the type

“d

i
1
i
i
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we have just Jlescribed, the i % 2 unit ias analyzing all of the data cbe
tained, davioing doclrine aad guldance and putting out reporta about

Cdevelopments and trends as ~ell as dpecific stadiea re tth cuemy in

much the same manner az yoﬁ write a rcpor: in OS5I, with bf couraé

!he blg c.iffcrencc that 1 reports are !ntendcd primarily for CI nudiences
and policy purposca ao that- lhc c,Luulation is much lcua thap 19 the ‘cage . : » B
for an OSI or FMSAC product. The R & A unit looks at the actﬁvmea ' ’ B ,
of an Lndivldual KGB otﬂcer ‘an tacucal reporting. A'cuvity q{ the : I :

‘Soviet. Embaaoy as a wholc la counidered to be operntional reporting c i
- N
whﬂe operetiono of the /GL in toto are auscaacd as stratégic reportlng. i

i =2

Since all lntelllgence organizations hamne certaln aitumlona ln certain -

wayn and each hasits hallmeu-lre whlch rcﬂect among al!mr nlngs tae
society whlch it’ repreaeq!s, long-tnrm analyala by the R & A unit is .
crucial to eotabliah the ztandard opérating proceaures [or rccogni ing

Savtet operatm_ns for v haat they are and then countering them; -

Now, back to you as a target. Natﬁi-ally the KGB would like to

achlei(e'thaht\ ultimate guccess - a penetration of CIn. iaving dn ageat

in:the enemy intelligence service is a particularly rewarding pastime

bécapse people in intclligence services know so much about what is

going on in their own country that is classified. Many of you, for instance, P

SECRET
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krow a yreat deal about highly claseified projecis in the Pentagoa which:

h.'\vc l-&ttte or nofhln‘g to du with our fﬁ!’élﬂgéncc colf®ction or analysis,
If you arc’w orkixm t‘:c Soviet AL problem you qet to mmw a great

:qeal"nbout_‘gu"rpiyni\BM.~ T : - : L S :

Many people. woik long hard hours to try to lm‘i\_u;e:tﬁat,ll;ge. Kél} B S S C

Jpég ‘not éﬁ;‘c‘e‘éd in éctt_ing a. éga"f! erﬁ‘fa!oycé on theilr i;ayrbll. ’

0ver the past { ve’ )ears attcmpta by fo*clbn lnlel!i"enfc o!flteru. .

_prlnclpally ‘;ovlet. to, rccruil U S Governmonl e.uployeea have beeu

e
>

: ,reportcd ab the rate o( about two a day. Du-ing thla pg,rlod thero were- ;
i
more._ than l. 000 lncldenta in v.hlch !he forelgner fclt he had developed D ‘: ; . ) .
the employee to thc po!nt !hat he could corhe right out and ma) ¢ the ’ o ‘ 'l - o
j':"e.v\.x-lkxitment pltch. moa: of thooe targejéef! weré ‘%t;ztt;: Depavtmt-nt S |
emplayeea. with the. Agency and the Department of Defense tled Ior

‘% second. Thla at leaat ahowa that the KGB is t\-ylng. But perhaps the .

o - most algn!ﬂcant thing to’ tblnk about is this. If thjs many cases were -

an
)

rgvported, how about the recrpitment attemptal that were not.

My purpose {a reviewing the above is not-to make you start . . -

looking croueyed at your colleagues, but meérely to suggest that you ‘

v

_ give the matter some thought from time to time. .

9
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i : Lot's sggume that we have been ruccese(ul in keeping any RGB
’ s

agents off the payroll, What da they do next? V. ho elsé comes into the

CIA Headjyuarters building? I found out rcCently, to my great surprise,

that there are 100, 000 visxtora to thls bulldmg in a yenr s time. But -

jlt.*t'ta get speclfxc, lct's tal‘ﬁ abou! o'c] PUNER E -

“Between August 1970 aud ear ly this month, <081 hiad 793 visitors..

Of this number, the bu).k. or 454 were trom other Government agencieo.

"' S 138 were contractoro clcared by (.IA while the remalning 201 wére

.~prlvate lndlvlduale who either hold no clcarances at all or hold some

k&nd-of—clearance frqm ano;her vaernment agency,

Unfort\mately, CIA lc rather unlque in spending the slo:s. money ‘

and manbours in clearing people. Aa you xmow. we have our own clear= -- -

"“'anée -system and do-not, rely‘oh the checke o(q‘therg for our employees or '

our contractors, With other agenciés, and pérjt!’cixla‘rly with the Departs

. ment of l)éfg‘nsel. with employees and gout?actors in the millions the kind

" of investigative checks we perform inLCIA would Fun to the thousands of

-people and the billiona of dollars, and in all likelihnod the whole defense

o -effort would grind to a screeching halt if they dids

T Too' often then an individual with a top secret clearance from

[

another agency iz simply an individual whose name, when checked

10
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agailast the Wliéts of the variom: gecurity agencicn (Naﬂonal Agency
<Shéck), fajled to Jiaclose any co-called r!errogatdry inf&rn’watio’n. 1
can}e'll you off the re{co'rd‘th:\t thcx:c are 'a"t'\vixmbe? of indléiduéis wbi';)
worked abroad on cla'aa'iﬂe;l proje'ctu for fdi'cign'gé;}pri\xx1ents for 'seversal

years who then rcturned to this country and promptly were granted top

oecret clearances by U.Q agen‘cies wlthout a word asked..

W ith this the case it follown that.sonie of these pcople may well

be working for someone beeldes ‘Uncle Sam. ,\long that line, I can also

: '-sg"x off the r‘e;ord-t.!'_x‘;fxt*gtiere qu‘e amaong those 793 OSI visitors in the ~

laot six months peoplé who were in fact working for someone bgsides o

Uncle Sam.

Again; ‘the foregoing {3 not calculated-to make you into a suspi-
cious security officer type at'all.’” Hopefully it «ill get you away from
the’s stnte‘ of mind where this sort’ of’thlngncve‘r occurs to you.  In

conclueion [ have some speciiic suggestions to makc which are not big

deal but whlch. it implemented can be of help to us all

If you are dealing with people oufside the Agency, or inside for

that matter, there is io need to tell them everything you know about
everything jusf because they are cleared. I they come to talk about

apples, stick to apples. Don't give them a gratis tour of the orchard.

1l
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if one oi your coatractors or a foruer colleagus ia industry
re.all) tries to puinp you about things that are none of his concern, shut
him off. if her pcrsists, tell pomeéone.. Vhile he is p.obably (ry{ng to

get more business from us for hia fifm, thewe may be niore to it than

* that,

II LXA Headquartcrs sccms a slamomus place to your former

colleagues ;and ne‘ighborg. ‘leave-it that‘n'ay,- E\\n't give them a gu!ded

Don't assume that just because thc guv does’ not has'e a Pussiu

_pame or spea:c wlth dn accent that he is 100 3 Cr\. The ideal E\GB agenl

la the V» A, 9 P \vlth a Yale degrce and as pe\.xbree :nut 5e:s blm inm

the Sons of the American Revolutlon. Fven if vour guv is Just greax. he

may have a boss or colleague back at the ranch who is not so grest.
Thls is something to be kcpt particularly in miad when dealing \\lth )

foreign llaison people. ﬂe particulurly wary of th-' liaison type ==~

remember Fuchs. Vassal Philby. and Bossard.- And finally. just

becnuae your friend was cleared for top sccret whatsis six months ago,
don't automatically assumec he still is, Check. He may have been fired

in the interim,

Are there any questions?

12
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